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Language-based Flow Control

e Restructure apps to obey flow rules
e Developer declares flows

FlowkFence

e Supports source- and user-approved data flows
* Allows use of existing languages, tools, and OSes
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. 1 irebaseRef.child (LOC_KEY) ,addValusEventListener
Location
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private void tTogglefwi -c:x(.;t*:mg presence) {

1
Localion) 2 lhisterv.cquals (preserce)) !
/3 if (presence. equala("ho"le"») {
-
5

Log.t (TAG, "1er 'hprp hn 1 ght"‘)

— SmartThingsService.getnstance().
— getSwitches (),
6 if(switches !'= null) !
Presence N for (Sr.ze.rLSwit.ch SEwW 3 swit.ches}- {
5 SmartThincstervice.get _nstarce ().
Detector — switchOnOff ("on", :
e sSsw.gelSwillchId());
9 }
0 } ) R -
S } else if (presence.eqials(taway")) {
bt Log.. (IAG, "ligh 3 off"‘)'
I -,_, martov L 5 N
SwitchToggle — umartIhlngsuér»ice getnstance().
— getfwitches ();
14 if (switches != null)
15 for (SmartSwitch saw : switches) |
16 SmartThincgsServ_ce.getInstance(). J
— switchOnOff ("off",
— Ssw.getswitcrTd());
- 17 }
' 1% }
( SWltCh 19 ]
- _ 2 histcoryv = presence;
2 }
(a) Default z ]
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(b) FlowFence

Presence Detector

-

public static void putloc (3tring presenceVal)

public class PresenceQM implements Parce_cble
¢

Key-Value
Store

FlowFonceContext.

eolbe. T €26

¢atInetance () .getSharadPreferences
("presencekvVsS®, Conlexl. .MODE WORLC REALCAELE);
SherecPreferences.Editor edit =
myprezs.edit();
edit.putString("location", presenceVal);

11

t—s

—a

2)1) e = A N4=itimwiar: ny
JFlowFonceContext.getInstance () .goetTrustedAFT
("evernt"];

eventApi.fireEvent (bulltT8, ComponesntNane.
unflattenFromStzing("presenceChannel®) ) ;
Lo¢g.i("PresenceQM", "updatad XV with va_ve: "
+ presenceVal + ", and fired channel
avent");

LAY . r : N F=y o -
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App Structure

public class RespondzrQM implements Farcelable

public static void nollPresenceAndCompute ()

—
<k

o

—

- :G{—m_‘

createPackageCentext ("presenceQM”,

0) .getSharedPreterences ("?resencsKvVs",
Context .MOCE_WCRLD_READARLE);

String presence -

preserncelrefs.qgztStrinc ("location™, "null"):;

// Read previcus presence valus frcm KV store

SharedFPrelerences myprels =
FlnernceContext.qet‘nﬁtawce().J
getSharedPreferences ("hist_store",

Context .MOLE WORLD READAELE),;
String histcry - myprefs.getStrirg("histoxrvy",

"'l);

s
l‘ l’

b

e e ———— g —

Tcqale switch functiorn

if (' history.squals (presence)) |
SLring op = null;
if (presence.cguals("hcme")) {

Lo¢. i (TAG,
op - "on";

"let there be liqht!");

else if (oresence.equals (away™))

Lo¢ .1 (TAG,
op = "o“f";

"lights ©off!")};

12
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—

if (op '= null) {

awitohATRT =

(ISmartSwitchaAPI) FlchenceContext.J
getInstance() .getTrustedAPI {("smaztswitch™) ;
List<SmartDevice> switchss =

for (SmartDevice ssw : switches) {
switchAPI.switchOpicp, esw.cetIc());

// Store new presence value in KV store

Editor edit =
adit.putString{"history"

ecit.commit();

( 24
j 2 TEmartSwitchAPT
’ —
I .
26
— awitchAPI.cetSwitchasa();
2i
2 if (switches != null) |
2%
1 3{:.
3l ]
32 }
)
history = praserce;
30
33 SharecPreflerences.
— myprefs.edit ();
3R
«y hist);
3%
40 ]
41 }
4
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FlowFence code will be released on December 1st
https://iotsecurity.eecs.umich.edu
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- Enables practical data flow control for loT applications.

-+ Uses Quarantined Modules and Opaque Handles to Explicitly embed control and
data flows within app structure.

- Supports publisher and consumer flow policies.

- FlowFence code will be released on December 1st.

https://iotsecurity.eecs.umich.edu
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Enables practical data flow control for loT applications.

Uses Quarantined Modules and Opaque Handles to Explicitly embed control and
data flows within app structure.
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. Amir Rahmati
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Supports publisher and consumer flow policies.

FlowFence code will be released on December 1st.

https://iotsecurity.eecs.umich.edu
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