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The Problem

How can we identify/authenticate a chipe

SCANNING...

Use Physical Characteristics Store Identification Data
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The Problem

How can we identify/authenticate a chipe

Resistant to Cloning

"\ Immutable
'fi/v."\J)// ,

Resistant to Tampering

SCANNING...

Use Physical Characteristics
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Physical Unclonable Functions

= SRAM Power-up State(Holcomb07)
* Flash Memory/(Prabhu1)
= Statistical Delay Variations of

Wires and Transistors (Lee04)
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SRAM Power-up State

Widely available

oV /&

Q | ﬁ Low cost and physically random
\@ X Need large sample size

X Unreliable precision on small samples
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Qur Solution

a new method for chip fingerprinting that
uses Data Retention Voltage (DRV)
IN SRAM as the identifier
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SRAM Behavior
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Power-up Fingerprint
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DRV Fingerprints
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—V ' .
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table |
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|
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flips
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Experimental Setup

DAQ MSP430
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DRV vs. Power-up

Info Density
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Entropy [bits per cell]

DRV vs. Power-up:
Info Density
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AcCcuracy

DRV vs. Power-up
Find top match in Population of 240 16-bit

fingerprints rar

get
— 1 from target, 239 from other cells <ﬁ/
— Collected at room temperature

— More than 300 trials \n{

DRV fingerprint: [+ e e
— 99.7%  Correct Match | vnin el
— 0.3% Incorrect Match

Population (240)

‘ ‘ ‘ | (NI between class
20F: -

occurrences

Power-up fingerprint:
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Precision
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Conclusion

Data Retention Voltage as a new
identification method
v’ Better Precision

v Smaller Sample Size

X Harder to implement

S P QR Presented in RFIDSec 2012
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Entropy [bits per cell]

DRV entropy vs. Step size
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Repeatabillity of common DRVs
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Fingerprinting Model

 Distance metrics

k—1

- DRV . use dl(FZ7F]) - Z (U?—I—n - v;')—i—n)z + (Uil—i-n - Ujl'+n)2
n=0
k—1

— Power-up :use hnd(Fi.F) = piin®pjin
n=0

e Within class pairings are largely distinguishable from

between class pairings
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Impact of Temperature

e Within class pairings taken at different temperatures

 Temperature increases distances of within class pairings

— Can mitigate by increasing fingerprint size
Lo S IR

within class: 27° C vs 27° C
________________________________ b= ithin class: 27° C vs 32° C
. AA ) : : ﬁ within class: 27° C vs 40° C

B between class: 27° C vs 27° C
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o
N
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e If shift is predictable, can modify the distance metric for

better matching
— Not yet well-understood



