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Measurement Study

Source Type # of Samples  Definition of Interaction
Goodreads Books 500 Rating (1-5 stars)
Yelp Restaurants 10,000 Rating (1-5 stars)
Google Play  Applications 10,000 Rating (1-5 stars)
IMDB Movies 500 Rating (0.35-5 stars)

Youtube Videos 500 Up/down vote
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Discrepancy Between
Utilization and Feedback
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"Tocation"

{

"lat": 40.715580980291%5,
"lng": -73.95982399197085,
"time": "2012-04-23T18:25:43.,511z"

"gocgleapis:place”

{
"results": |
{ "mname":"Subway",
"types": ["restaurant"],
o !}
|
}
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C Immutable Blobs
<JSON Data,ah Signature>

"Tocation"

{
"lat": 40.7155809802915,

"lng": -73.95982399197085,
"time": "2012-04-23T18:25:43.,511z"

googleapis:place:
"gocgleapis:place”
{ results:types

"results": |
{ "name":"Subway",
"types": ["restaurant"],

- 1
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C_Immutable Blobs >
<JSON Data, ath, Signatue>

"Tocation"

{
"lat": 40.7155809802915,

"lng": -73.95982399197085,
"time": "2012-04-23T18:25:43.5112"

JSON Data
SHA256 HMAC

googleapis:place:
"gocgleapis:place”
{ results:types

"results": |
{ "mame":"Subway",
"types": ["restaurant"],

- 1
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Restaurant Collector

#Sources:
FINE_LOCATION
googlecapis:place

#Collects:
@anonymized
if (googleapis:place:results:types=="restaurant") :
submit (googleapis:place:results:name, "Link")

Supports relational constraints
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Evaluation

o How is the performance of Heimdall?

o Can you develop usetul collectors using Heimdall?

e Does Heimdall decrease user concerns?
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Likert Scale

. Not Concerned - Select this for actions which pose little to no risk to you
or the people living with you.

. Mildly Concerned - Select this for actions which pose a low risk to you or
the people living with you, but are useful when used as intended.

. Concerned - Select this for actions which pose a medium risk to you or the
people living with you, but are useful when used as intended.

. Very Concerned - Select this for actions which pose a high risk to you or
the people living with you, but are useful when used as intended.

. Would Not Allow - Select this for actions which pose a high risk to you or
the people living with you and are better left disabled.

17



Results

18



Results

« Location
+ Reporting location all the time
+ Reporting location when using the app
- Reporting name of restaurants

18



Results

« Location
+ Reporting location all the time
+ Reporting location when using the app
- Reporting name of restaurants

18



Results

« Location
+ Reporting location all the time
+ Reporting location when using the app
- Reporting name of restaurants

 Purchase History

+ Reporting purchases all the time
« Reporting food purchases

18



Results

« Location
+ Reporting location all the time
+ Reporting location when using the app
- Reporting name of restaurants

 Purchase History

+ Reporting purchases all the time
« Reporting food purchases

18



Results

« Location
+ Reporting location all the time
+ Reporting location when using the app
- Reporting name of restaurants

 Purchase History
+ Reporting purchases all the time
« Reporting food purchases

- Browser History
.+ Reporting all your browsing history
+ Reporting restaurant websites you browsed
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Heimdall: A Privacy-Respecting Implicit
Preference Collection Framework

« We empirically show that recommendation systems
suffer from sparsity of data.

« Heimdall allows users to control what type of data
they are sharing with recommendation systems.
+ This allows recommendation systems to collect
implicit signals while respecting user privacy.

« We implemented 3 data collectors using Heimdall
and evaluated Heimdall performance and user
response to it.
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