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Label-based Flow Control 
• Component level information tracking 
• Enforce flows through label policies

Language-based Flow Control 
• Restructure apps to obey flow rules 
• Developer declares flows

FlowFence
• Supports source- and user-approved data flows 
• Allows use of existing languages, tools, and OSes

+
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Future Work

• Information flow tracking across multiple environments

• Mitigating side channel

• Policy management 

FlowFence code will be released on December 1st 
https://iotsecurity.eecs.umich.edu 

 



Opacified Computation
• Enables practical data flow control for IoT applications.


• Uses Quarantined Modules and Opaque Handles to Explicitly embed control and 
data flows within app structure.


• Supports publisher and consumer flow policies.


• FlowFence code will be released on December 1st. 
https://iotsecurity.eecs.umich.edu

http://iotsecurity.eecs.umich.edu


Opacified Computation
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