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Approximate Computing

Security

How does Approximate Computing
affect the end-user?
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Privacy Implications of
Approximate DRAM

Amir Rahmati 4 Deanon ymizing Approximate Memory



Privacy Implications of
Approximate DRAM

|[dentity the origin of data by
looking at the error pattern
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Putting Memory Fingerprint Together

Page granularity
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Unigueness

How unique are the fingerprints?
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Order of Failure

Does the fingerprint hold across different
levels of approximation®?
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| evel of Approximation

How do different levels of approximation affect identitication?
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Thermal Etffect

How does change in temperature affect identitication?
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Consistency

How consistent are the fingerprints”
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Consistency
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ENnd to End Feasipility

e Commodity system
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Chance of Mismatch

How much entropy does a page of memory provide?
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How much entropy does a page of memory provide?

For memory of size M bits where . . . M
Max unique fingerprints =

A bits of errors are tolerated: A
Given noise threshold of T bits £, (%) _ . r2 (M)
using Hamming bound: (X) ~ - ()
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Chance of Mismatch

How much entropy does a page of memory provide”?

For memory of size M bits where . . . M
_ Max unique fingerprints =
A Dits of errors are tolerated:

Given noise threshold of T bits L. () _ ., ¢ mismatching < 2 (1)
using Hamming bound: () - @)

One page of memory
M = 32768 bits, A = 1%, T = 32 bits

Max possible fingerprints |  8.70 x 107

Max unique fingerprints | >1.07 x 10>
Chance of mismatching | <9.29 x 107>
Total Entropy 2423 bits
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Conclusion

https://github.com/impedimentToProgress/ProbableCause
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Conclusion

Consider Security & Privacy as a primary
design criteria in emerging systems

https://github.com/impedimentToProgress/ProbableCause
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Defenses

» Data Segregation
* Noise

e Data Scrambling
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Error Localization

* Recalculate from known inputs
* Noise detection algorithms

» Speculative distance calculation
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