Robust Physical-World Attacks
on Deep Learning Models

Visit https://iotsecurity.eecs.umich.edu/#roadsigns for an FAQ

Ivan Evtimov?, Kevin Eykholt?, Earlence Fernandes®, Tadayoshi Kohno?,
Bo Li', Atul Prakash?, Amir Rahmati*, and Dawn Song*!

"University of California, Berkeley
2University of Michigan Ann Arbor
3University of Washington
4Stony Brook University

Abstract—Although deep neural networks (DNNs) perform
well in a variety of applications, they are vulnerable to adversarial
examples resulting from small-magnitude perturbations added to
the input data. Inputs modified in this way can be mislabeled as a
target class in targeted attacks or as a random class different from
the ground truth in untargeted attacks. However, recent studies
have demonstrated that such adversarial examples have limited
effectiveness in the physical world due to changing physical
conditions—they either completely fail to cause misclassification
or only work in restricted cases where a relatively complex image
is perturbed and printed on paper. In this paper, we propose a
general attack algorithm—Robust Physical Perturbations (RP,)—
that takes into account the numerous physical conditions and
produces robust adversarial perturbations. Using a real-world
example of road sign recognition, we show that adversarial
examples generated using RP, achieve high attack success rates
in the physical world under a variety of conditions, including
different viewpoints. Furthermore, to the best of our knowledge,
there is currently no standardized way to evaluate physical adver-
sarial perturbations. Therefore, we propose a two-stage evaluation
methodology and tailor it to the road sign recognition use case.
Our methodology captures a range of diverse physical conditions,
including those encountered when images are captured from
moving vehicles. We evaluate our physical attacks using this
methodology and effectively fool two road sign classifiers. Using a
perturbation in the shape of black and white stickers, we attack
a real Stop sign, causing targeted misclassification in 100% of
the images obtained in controlled lab settings and above 84% of
the captured video frames obtained on a moving vehicle for one
of the classifiers we attack.

I. INTRODUCTION

Deep Neural Networks (DNN5s) are being applied with great
success to a variety of areas ranging from speech processing [6]]
to medical diagnostics [4] and are increasingly being used to
control physical objects such as cars [14], UAVs [2], and
robots [30]. These DNNs used for control of physical objects
rely on sensory input to inform decisions. Recent work in
computer vision, however, has demonstrated that DNNs are
vulnerable to adversarial perturbations [3[], [S[, [8[I, [12], [13]],
[22], [23], [28]]. Such maliciously crafted modifications to the
sensory input of DNNs can cause the systems they control to
misbehave in unexpected and potentially dangerous ways.

*All authors are in alphabetical order.

Although there is significant progress in creating digital
adversarial perturbations, e.g., by modifying an image repre-
senting a real-world scene that a cyber-physical system might
perceive [7]], [9], a fundamental open question, which we answer
in this paper, is whether it is possible to create robust physical
adversarial perturbations—small modifications to real-world
objects themselves that can trigger misclassifications in a DNN
under widely varying physical conditions.

We identify several challenges that must be overcome in
order for an effective physical adversarial perturbation to be
created: (1) A perturbation should be constrained to the targeted
object and cannot be added to the object’s background because
that can vary. Many digital adversarial example generation
algorithms do not consider this constraint (i.e., they add per-
turbations to the entire area of a digital image, which includes
both the targeted object and its background). (2) A perturbation
should be robust against various dynamic physical conditions
that can potentially decrease its effectiveness. For instance in
recognition systems, the generated physical adversarial example
should be robust against different viewing conditions. (3) A
perturbation in the digital world can be so low in magnitude
that humans cannot perceive themﬂ But, such small magnitude
perturbations may not be captured by real world sensors due to
sensor imperfections, and more generally, physical limitations
of the sensor technology. (4) A perturbation should account for
imperfections in the fabrication process. Printers, for example,
cannot generate the entire color spectrum [26]]. Therefore, it
might not be feasible to fabricate a digital perturbation in a
way that preservers all of its desired properties.

In addition to these general challenges, there are further
barriers to realizability in our chosen application area of road-
sign classification: (1) A physical road sign is a relatively
simple object that makes concealing adversarial perturbations
in it harder. This is in contrast to previous work that generates
adversarial examples for relatively complex scenes. (2) Road
signs exist in an uncontrolled noisy physical environment. There
are multiple sources of error in such an environment that can
reduce the effectiveness of an attack: (a) The distance between
the camera in the vehicle and the road sign constantly varies
depending on the road’s shape, the specific vehicle, the number
of lanes, and the position of the vehicle with respect to the

IThis is especially relevant for object recognition tasks.
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Fig. 1: Graffiti on real Stop signs.

sign. (b) The angle of the camera varies with respect to the
sign. (c) Lighting varies depending on the time of day and the
weather. (d) Debris either on the road sign or on the vehicle
may occlude the view of the camera. Therefore, a robust and
effective attack on DNNs used in vision for vehicles must be
able to tolerate multiple sources of error.

Motivated by our analysis above, and by recent work, we
design and evaluate Robust Physical Perturbations (RP;), the
first attack algorithm that is robust to changing distances and
angles of the camera and to varying resolutions of the image.
RP; creates a visible, but inconspicuous perturbation that only
perturbs the object, a road sign, and not the object’s environment.
We add a masking matrix to our objective function to realize
such spatial constraints for perturbations.

Using the proposed algorithm, we show that attackers can
physically modify objects using low-cost techniques to reliably
cause classification errors in DNN-based vision systems under
widely varying distances, angles, and resolutions. For example,
our attacks cause a DNN to interpret a subtly-modified physical
Stop sign as a Speed Limit 45 sign. Specifically, we introduce
two classes of physical attacks: (1) poster-printing attacks,
where an attacker prints an actual-sized road sign on paper and
overlays it onto an existing sign, and (2) sticker attacks, where
an attacker fabricates only the perturbations and then sticks
them to an existing road sign. Our poster-printed attacks appear
as faded signs and our sticker attacks resemble common forms
of vandalism. We believe that both attacks are inconspicuous to
human observers. It is common to see road signs with random
graffiti or color alterations in the real world as shown in Figure|T]
(these photos are of real-world road signs). If these random
patterns are actually adversarial perturbations, they could lead
to severe consequences for autonomous driving systems.

For poster-printing attacks, we demonstrate subtle
perturbations—small-magnitude modifications that are applied
to the entire area of the target object (but not its background).
These remain inconspicuous because the resulting perturbation
appears as a faded version of the original. For sticker attacks,
we demonstrate camouflage attacks with graffiti and abstract
art—large-magnitude perturbations that are focused in a smaller
region of the target object. These remain inconspicuous as they
mimic modifications that are commonly seen on road signs.
Both of our attack classes do not require special resources and
can be mounted using a color printer and a camera.

Given the lack of a standardized method for evaluating
physical attacks, we propose a two-stage evaluation method-

ology consisting of a lab test in which the target object is
perceived under controlled conditions and a field test in which
the target object is perceived in a scenario appropriate for the
application at hand. We evaluate RP, against two convolutional
neural network road sign classifiers: the LISA-CNN network
that is trained on the LISA dataset of U.S. road signs [|18]]
and has an accuracy of 91%, and the GTSRB*-CNN network
that is trained on a modified GTSRB (German Traffic Sign
Recognition Benchmark) dataset [27]] and has an accuracy of

95% (Section [[II-A).

Figure [2] shows our overall attack and evaluation pipeline.
We use images from the domain of road signs recognition to
demonstrate our evaluation methodology. We first use real road
sign images to train DNNs with high recognition accuracy. Then,
we use RP; to generate different types of adversarial examples
for the trained classifiers. We evaluate the success rate of these
attacks using our proposed evaluation methodology. In the lab
(stationary) test, we take images of an adversarially perturbed
physical sign from different viewpoints. In the field (drive-
by) test, we record videos of the same sign from a vehicle at
varying speed and extract frames from the video. We test these
experimental images for mis-labeling using the high-accuracy
classifiers. Our goal with these tests is to demonstrate that
the perturbations are robust to multiple sources of variations
(changing viewpoints, etc.) in the physical world.

Our experimental results based on varying distances, angles,
and resolutions indicate that it is possible to create robust
physical attacks: In a sticker attack on a real Stop sign with
camouflage abstract art perturbations, we show that the Stop
sign is reliably misclassified as a Speed Limit 45 sign in all
of our stationary testing conditions. Our work, thus, answers a
key, fundamental open question regarding the susceptibility of
image classifiers to adversarial modifications of real objects in
the physical world.

Our Contributions.

1) We design Robust Physical Perturbations (RP,), the first
algorithm that generates physical adversarial examples. To
the best of our knowledge, it is the first time to show that it
is possible to build physical attacks robust against different
physical conditions, such as various viewing conditions
in recognition systems.

2) We apply RP, to generate physical adversarial examples
for road sign recognition systems. We achieve high attack
success rate against varying real-world control variables,
including distances, angles, and resolutions, in both lab
and drive-by settings.

3) Focusing on the DNN application domain of road sign
recognition, we introduce two attack classes on different
physical road signs:

Poster-Printing, where an attacker prints an actual-sized
road sign with adversarial perturbations and then overlays
it over an existing sign.

Sticker Perturbation, where an attacker prints perturbations
on paper, and then sticks them to an existing sign. For these
attacks, we physically realize two types of perturbations:
(1) subtle perturbations that occupy the entire region of
the sign, and (2) camouflage perturbations that take the
form of graffiti and abstract art. These attacks do not
require special resources—only access to a color printer.



Fig. 2: Pipeline for generating and evaluating physical adversarial perturbations in real world.

4) Given the lack of a standardized methodology in evalueonsequences of adversarial attacks on deep learning models
ating physical adversarial perturbation, we propose aihat interact with the physical world. We believe this work can
evaluation methodology to study the effectiveness ofserve to inform future defense research and raise awareness
physical perturbations in real world scenarios. For theon risks that physical learning systems might face. Please visit
road sign recognition system, the methodology consisthttps://iotsecurity.eecs.umich.edu/#roadsigns for sample images,
of two stages: a stationary test, and a drive-by test usingideos, and other resources..

a vehicle. The tests aim to capture dynamic real-world
conditions which an autonomous vehicle might experience II. RELATED WORK
(Section V).

5) We provide a thorough evaluation of our physical adver- Ve survey the related work in generating adversarial
sarial examples against LISA-CNN and GTSRB*-CNN €xamples and note that most of these works assume digital

using the proposed methodology. We nd that: access to the input vectors. Speci cally, given a classfe( )
with parameters and an inputx with ground truth labely

LISA-CNN In a stationary test: a subtle poster attackfor x, it is possible to generate an adversarial exanxdlehat
causes a Stop sign to be misclassi ed as a Speed Limit close tox but causes the classier to outpit(x%) 6 y

45 sign in 100% of the testing conditions (15 out of 15(in untargeted attacks), or for a speciy® f (x9 = y° (in
images); a camou age graf ti attack and an abstract arttargeted attacks). We also provide a discussion of recent efforts
attack cause a Stop sign to be misclassi ed as a Speeat making adversarial examples work in the physical world.
Limit 45 sign in 66.67% (10 out of 15) and 100% (15 out

of 15) of the test cases, respectively. A. Adversarial Examples

LISA-CNN In a drive-by test: a subtle poster attack causes , )
a Stop sign to be misclassi ed as a Speed Limit 45 sign _Adversarial examples are an active area of research. Good-

in 100% of the extracted video frames (37 out of 37fellow et al. proposed the fast grz_adlent sign (FGS) method
frames); a camou age abstract art attack has the sam@ add small magn[tude perturbat'lons that fool classi ers by
misclassi cation effect in 84.8% of the extracted video calculating the gradient once, leading to untargeted attacks [5].
frames (28 out of 33 frames; we sampled every 10 framed he generated adversarial instandds computed as follows:

in both cases). 0 ; . .

GTSRB*-CNN In a stationary test: a camou age abstract XT= PO+ sign(S 06y @)

art attack causes a Stop sign to be misclassi ed as wheresign is a function that outputs the sign of its operand,
Speed Limit 80 sign in 80% of all test cases (12 out ofis a parameter controlling the magnitude of the perturbation,
15 images). 5 is the gradient with respect to the model parameters, and
GTSRB*-CNN In a drive-by test: a camou age abstract P( ) is a projection function that maps each dimension of the
art attack causes a Stop sign to be misclassi ed as a Speddature vectox to the valid range of pixel values, i.e. [0, 255].
Limit 80 sign in 87.5% of the extracted video frames (28 The loss functiord (x; y) computes the classi cation loss based
out of 32 frames; we sampled every 10 frames). on the feature vectax and the corresponding labgl

Another approach for generating adversarial perturbations
These results provide a strong case for the potentialses an iterative optimization-based algorithm to search for



perturbations under certain constraints [3], [15]. This involves  Furthermore, Kurakiret al. showed that printed adversarial
solving the following objective function: examples can be misclassi ed when viewed through a smart-
phone camera [11]. In this attack,digital image's pixels are
manipulated and then printed. When a picture of the printout
his taken and fed into the classi er, the main object depicted
in the image is incorrectly labeled even though there are no
immediately obvious malicious changes. Athalye and Sutskever

controlling the contribution of that term. Both of the previously . d th K of Kurakiet al. and ted
mentioned types of untargeted attack (FGS and optimizatiolf\PrOV€d upon the work of ruraxiet al. and presented an
tack algorithm that produces adversarial examples robust to

. . t
mr:[ir:w?igisrzgc?r? ebgi;?:r? éee %g:ﬁggr? rtz?]tg ;ﬁﬁ:ﬁgfﬁg%g'mpg set of two-dimensional transformations [1]. However, neither
of these works modify physical objects—they are limited to

0

target labely”. printing out the entire image, including background scenery.

Universal Perturbations is another untargeted attack foFurthermore, both works: (1) Hide perturbations in the images
generating adversarial examples, but rather then generating af relatively complex objects. (2) Evaluate printed adversarial
adversarial input, the attack generates a perturbation vector [1$xamples in controlled lab settings without much physical
The vector can be applied to any image and fool a classi evariance. In our work, we modify physical objects (road signs)
with high probability. Since this algorithm seeks the nearesthat are relatively simple objects making it harder to conceal
class for misclassi cation, it is not easy to generate universaperturbations, and we perform real-world testsg; recording
perturbations for targeted attacks. video while driving outside where we cannot control any of
E{/he environmental factors including the background scenery of

argmin d (;x9 + J(xy) ()

where the functiord(x; x% serves as a distance function, suc
as Euclidean distance or L1 norm, andis a parameter

The relevant common properties of the mentioned existin
algorithms for generating adversarial examples are: (1) The
assume digital access to the input vectors of the DNN. This  Einally, Lu et al. performed experiments with physical
assumption might be too strong for a physical attack on a deegqyersarial examples of road sign images [16]. They computed
learning model. If an adversary can modify the digital pixely perturbation of the image that is imperceptible to humans
values, they can simply replace the input with an object of theilyng print the resulting image on A4 paper. They concluded
choosing and do not need to resort to sophisticated algorithmgat adversarial examples are not effective in the physical
(2) They optimize for small magnitude perturbations so thatyorid, By contrast, our work demonstrates thaisipossible
the modi ed images are “invisible” to human perception. This {5 generate physical adversarial perturbations, implying that
assumption makes sense in digital image processing, as tgere are potential security and safety concerns in cases where

values of the input are set precisely and the perturbations dgNNs are used for control of physical objects such as cars.
not get destroyed when fed into the neural network. However,

if such perturbations are fabricated in the physical world,

losses at each stage of the process (fabrication imperfections, 1. PROBLEM STATEMENT

camera imperfections, environmental interference) can destroy

the information contained in them. Indeed, recent work has Our goal is to demonstrate that it is possible to create

demonstrated that three existing algorithms are ineffective iiobust physical perturbations of real-world objects that trick

the physical world [16]. By contrast, we choose to createdeep learning classi ers into returning incorrect class labels

perturbations that are visible, but inconspicuous. Our algorithngven when images are taken under different physical conditions,
is the rst one to generate robust physical perturbations foand even at extreme angles and distances. In this work, we

he road signs.

real-wold applications, such as road signs recognition. focus on deep neural networks applied to road sign recognition
because of the critical role of these objects in road safety and
B. Physical-Realizability of Adversarial Perturbations security.

Recent work has examined the effectiveness of adversarial
perturbations in the physical world. Shaeif al. attacked facial A y.S. Road Sign Classi cation
recognition systems by printing adversarial perturbations on the
frames of eyeglasses [26]. Their work demonstrated successful To the best of our knowledge, there is current currently
physical attacks in relatively stable physical conditions withno publicly available road-sign classi er for U.S. road signs.
little variation in pose, lighting, distance from the camera,Therefore, we use the LISA dataset [18], a U.S. sign dataset
and camera angle. These assumptions might be applicable foomprised of 47 different road signs to train a DNN-based
facial recognition systems as an access control mechaniseiassi er. This dataset does not contain equal numbers of
but are not applicable to the majority of other critical real-images for each sign. In order to balance our training data,
world applications. For instance, in road sign recognition, thave chose 17 common signs with the most number of training
conditions under which an image is taken inherently includeexamples. Furthermore, since some of the signs dominate the
more variability. A car approaching a road sign may capturalataset due to their prevalence in the real wodd{ Stop and
images of the sign from a diverse range of distances an8peed Limit 35), we limit the maximum number of examples
angles. Both of these factors can lower the resolution of theised for training to 500 per sign. Our nal dataset includes
resulting image and so distort the shape of the perturbation ancommonly used signs such as Stop, Speed Limits, Yield, and
reduce its effectiveness. In our work, we explicitly design ourTurn Warnings. Finally, the original LISA dataset contains
perturbations to be effective in the presence of these diversmage resolutions ranging fro® 6 to 167 168 pixels. We
physical-world conditions (large distances/angles and resolutioresized all images t82 32 pixels, a common input size
changes). for other well-known image datasets such as CIFAR10 [10].



TABLE I: Description of the subset of the LISA dataset usedTABLE llI: Architecture description of GTSRB*-CNN. The

in our experiments. network reads irB2 32 3 images as input.
Sign Type Training Example Size Test Example Size Layer Type Number of Channels Filter Size Stride  Activation
addedLane 242 52 conv 3 1x1 1 ReLU
keepRight 275 56 conv 32 5x5 1 RelLU
laneEnds 175 35 conv 32 5x5 1 RelLU
merge 213 53 maxpool 32 2x2 2 -
pedestrianCrossing 500 209 conv 64 5x5 1 RelLU
school 104 29 conv 64 5x5 1 RelLU
schoolSpeedLimit25 86 19 maxpool 64 2x2 2 -
signalAhead 500 163 conv 128 5x5 1 RelLU
speedLimit25 275 74 conv 128 5x5 1 RelLU
speedLimit30 99 41 maxpool 128 2x2 2 -
speedLimit35 500 103 FC 1024 - - RelLU
speedLimit45 114 27 FC 1024 - - RelLU
speedLimitUrdbl 109 23 FC 43 - - Softmax
stop 500 398
stopAhead 124 44
turnRight 70 22
yield 197 39 ) )
Total 7083 1387 of the paper, we refer to this classi er as GTSRB*-CNN. The
network architecture is described in Table IIl.
. . C. Threat Model
TABLE II: Architecture description of LISA-CNN. The network
reads in32 32 3images as input. In contrast to prior work, we seek to physically modify an
existing road sign in a way that causes a road sign classi er
Layer Type  Number of Channels _ Filter Size _ Stride _Activation to output a misclassi cation while keeping those modi cations
conv 64 8x8 2 RelU inconspicuous to human observers. Here, we focus on evasion
sonv igg gig i Sgtg attacks where attackers can only modify the testing data and do
FC 17 . _ Softmax not have access to the training data (as they would in poisoning

attacks).

We assume that attackers do not have digital access to

Table | summarizes our nal training and testing datagets. (he computer systems running the classi ers. If attackers

have this superior level of access, then there is no need for

We set up and trained our road sign classi er in TensorFlowadversarial perturbations—they can simply feed malicious input

using this re ned dataset. The network we used was originallydata directly into the model to mislead the system as they want,

de ned in the Cleverhans library [20] and consists of threeor they can compromise other control software, completely
convolutional layers followed by a fully connected layer (seebypassing all classi ers.

Table I1). Our nal classi er accuracy is 91% on the test dataset.

For the rest of the paper, we refer to this classi er as LISA-CNN__ Following Kerckhoffs® principle [25], it is often desirable
for simplicity. to construct defenses that are robust in the presence of white-

box attackers. As one of the broader goals of our work is to
inform future defense research, we assume a strong attacker
with white-box accessi.e., an attacker gains access to the
In order to test the versitility of RP we also run our classier after it has been trained [22]. Therefore, although the
attack against a classier trained with a larger road signattacker can only change existing physical road signs, they have
dataset, the German Trafc Sign Recognition Benchmarlkfull knowledge of the classi er and its architecture. Finally,
(GTSRB) [27]. For this purpose, we use a publicly availabledue to the recent discovery of transferability [21], black-box
implementation [29] of a multi-scale CNN architecture that hasattacks can be carried out using perturbations computed with
been known to perform well on road sign recognition [24]. Ourwhite-box access on a different model. As our goal is to inform
goal is to guarantee that our attack is effective across differerfuture defenses, we will focus on white-box attacks in this
training datasets and network architectures. Because we dphper.
not have access to German Stop signs for our experiments, we

replace the German Stop signs in GTSRB with the entire set hSr?em c .t% the dfomalnh.of rz]autonomorl:s vehlcr:es, future
of U.S. Stop sign images in LISA. After training, our classi er vehicles might not face this threat as they might not need

achieves 95.7% accuracy on the test set, which also had tlﬁ% depend on road signs. There could be databases containing

German Stop signs replaced with U.S. Stop siyfer the rest 1€ location of each sign. Moreover, with complete autonomy,
" vehicles might be able to manage navigating complex traf ¢

2speedLimitUrdbl stands for unreadable speed limit. This means the siglOW regions by means of VemCle'to'VehiCl_e communication
had an additional sign attached and the annotator could not read due to lodlone. However, these are not perfect solutions and some have
image quality yet to be developed. An autonomous vehicle might not be

3This test set consists of all GTSRB test images except the German Stogple to rely solely on a database of road sign locations. Such
sign images. In addition, we include our own images of 181 US Stop signf[)

B. Improving the Classi er

None of the images in the test set are present in either the training set or t gcords might not always be kept up-to-date an.d there might
validation set of the network. We will release the set of 181 real-world USD€ unexpected traf ¢ events such as construction work and

Stop sign images we took after publication. detours due to accidents that necessitate traf ¢ regulation with



temporary road signs. We demonstrate that physically modifying is a hyperparameter that controls the regularization of the
real-world objects to fool classi ers is a real threat, but wedistortion.
consider the rest of the control pipeline of autonomous vehicles

to be outside the scope of our work. To ensure that that the generated adversarial perturbation

works robustly in the physical world, we collect a set of clean
Attack Generation Pipeline. Based on our threat model, the images of road signs under varying environmental conditions
attack pipeline proceeds as follows: (distances, angles, lighting). Our nal loss function is calculated

. . . . based on all of this data as shown below. For untargeted attacks,
1) Obtain several clean image of the target road sign withouj,o objective function is:

any adversarial perturbation under different conditions,
including various distances and angles. o 1

2) Use those images after appropriate pre-processing as input argmin jj jip J(E (xi+ )y) (6)
to RR, and generate adversarial examples. i=1

3) Reproduce the resulting perturbation physically by printing o o o
out either the entire modi ed image in the case of poster- Similarly, for targeted attacks, our objective function is:
printing attacks or just the relevant modi ed regions in 1%

A the case of Sthk_er attacks. _ argmin ” ]Jp + = J (f (Xi + )’y ) (7)

) Apply the physically reproduced perturbation to the k i

targeted physical road signs.

Computing Perturbation Masks. The mask is a region within
IV.  ROBUSTPHYSICAL PERTURBATIONS which our algorithm constrains adversarial perturbation. We

We present an algorithm to generate physical adversari&® N€ masks in the shape of grafti and abstract art so that
examples that are robust to varying distances and anglé e modi cations to road. signs are inconspicuous, and SO that
We take an optimization-based approach to produce such tgey Iea}d observgrs to dismiss those changes as vandahsm.. By
perturbation. However, unlike prior work, we formulate the cOntrolling the size and shape of the mask, the perturbation
objective function such that the perturbation does not affect th§&n be made relatively subtle. The perturbation mask is a
background of the real-world target object. Rithieves this Matrix My whose dimensions are the same as the size of
using a masking matrix. Based on the shape of that maskinPut to the road sign classi eMy contains zeroes in regions

matrix, we discuss two types of physical adversarial example¥/1€re no perturbation is added, and ones in regions where the
perturbation is added during optimization.

A. RR Optimizing Spatially-Constrained Perturbations. Having
Our algorithm searches in a speci ¢ physical region for acomputed a mask, we modify the formqlatlon 7 of the obje_ctlve
small perturbation to be added to the original inpuf = x + function to generate targeted, adve_rsa_nal examples. Speci cally,
such tha®is misclassi ed by the model. This can be achieved W& restrict the terms of the objective function to operate
by taking an optimization-based approach [3], [15]. Speci caIIy,eXCIXZ'Vely 0?. maSkfd pixels. Intﬁurflrlrrpleme?tatut)_n, we use
to generate untargeted adversarial examples, we approximdfe® Adam optimizer to minimize the following function:
the solution to the following objective function: 1%
T : argmin  jjMy jjp*NPS(Myx )+~ J(f (xi+Mx )y )
argmin jj jip  I(f (x+ );y) (3) k.,

(8)
“To generate targeted adversarial examples, we modify the To improve the printability of the adversarial perturbation
objective function as follows: we can add an additional term to the objective function. Using
argmin i jip+ J(F (x+ )iy ) (4) the approach outlined by Shast al. [26], we can compute

the non-printability score (NPS) of an adversarial perturbation.
Given a perturbation vector, and a set of printable tupleB,,
Here,jj jjp denotes the, norm of , which is a metric to  the non-printability score is given by:
guantify the magnitude of the perturbationy is the ground ]
truth of x, andy denotes the label target class. NPS()= ip 9)

. . . . . 2 po%2P
In the image domain, for a two-dimensional perturbation b2 P

\k/)ector = @i ww) o the'pnomforp>0isgiven g qynes of physical adversarial examples
y:
A X o PP (5) Although both our attack classes use masks, depending on
I e = UNGRY the size/shape of a given mask, we de ne two types of physical

g adversarial examples:
By convention, the ¢ norm is the total number of perturbed
pixels while the’; norm is the magnitude of the maximum
perturbation.

Subtle Poster.This type of physical adversarial example is

a true-size poster printed version of a road sign that can be

overlayed on a real road sign in the physical world. The mask
J( ; ) is the loss function, which measures the differenceis in the shape of the road sign. For example, the mask is

between the model's prediction and either the ground truttan octagon for a Stop sign. This type requires a true-sized

label (non-targeted case) or the adversarial label (targeted casgdster because the adversarial perturbations are situated across



the entire surface area of a sign. In practice, it is harder to
physically realize such perturbations because it would either
require manufacturing a sign with irregularities in its coloration,
or destructive modi cations to an existing sign (we plan on
exploring these options in future work). Therefore, we choose
to use poster paper as a low-cost means of achieving physical
realizability.

Camou age Sticker. This type of physical adversarial example

is a set of stickers that can be applied to an existing road sign
in the physical world. The mask is smaller than the sign itself,
and takes the shape of common vandalism. For example, we
show attacks with stickers in the form of abstract art, and
graf ti. This type of physical adversarial example is the easiest
to fabricate as it only requires access to a standard-format
printer.

A common property for both types of physical adversarial
examples in this paper is that they are inconspicuous to human
observers. Adigital adversarial example can be created such
that it is very hard, if not impossible, for humans to detect
the modi cation (see [5] for an example of an adversarial
panda). In such cases, a camera might similarly not perceive
the change in colors when the perturbation is physically realized.
We handle this using two approaches: (1) We discover through
our experiments that constraining the perturbation to the whole
area of the sign results in low-magnitude and inconspicuous
adversarial modi cations. We believe that this is due to the fact
that more pixels can be perturbed in this case as compared to
when the perturbation area is further restricted. (2) Our sticker
(grafti and art) masks are speci cally designed to “hide in the
human psyche.” As vandalism is common, humans tend to not
perceive such visible additions to a road sign as indicative of
an attack.

V. EVALUATING PHYSICAL ADVERSARIAL
PERTURBATIONS

To our best knowledge, there is currently no standardized
methodology of evaluating physical adversarial perturbations.
Therefore, we rst discuss possible factors that affect pertur-
bations in the physical world in the context of autonomous
vehicles. Motivated by that discussion, we introduce an eval-
uation methodology that captures a range of physical-world
factors with the goal of effectively testing physical attacks on
deep learning models.

Environmental Conditions: The distance and angle

of a camera in an autonomous vehicle with respect to a
road sign vary continuously. The resulting images that
are fed into a road sign classi er are taken at different
distances and angles. Therefore, any perturbation that
an attacker physically adds to a road sign must be able
to survive these transformations of the image. This
is further complicated by other environmental factors
such as changes in lighting conditions and the presence
of debris on the camera or on the road sign.

Spatial Constraints: Current algorithms work on
digital images, and they add adversarial perturbations
to all parts of the image, including any background
imagery. However, for a physical road sign, the attacker
cannot manipulate background imagery. Furthermore,
the attacker cannot count on there being a xed
background imagery as it will change depending on
the distance and angle of the viewing camera.

Fabrication Error: In order to fabricate the computed
perturbation, all perturbation values must be valid
colors that can be reproduced in the real world.
Furthermore, even if a fabrication device, such as a
printer, can produce certain colors, there will be some
reproduction error [26].

Resolution Changes:The camera in a vehicle will
not necessarily produce images whose dimensions are
the same as the size of input of the DNNs recognition
system—some upscaling or downscaling can occur.
Adversarial perturbations would need to survive such
resolution changes and be correctly mapped to their
corresponding physical locations.

Physical Limits on Imperceptibility: An attractive
feature of current adversarial deep learning algorithms
is that their perturbations to a digital image are often so
minor that they are almost imperceptible to the casual
observer. However, when transferring such minute
perturbations to the real world, we must ensure that
a camera is able to perceive the perturbations. There-
fore, there are physical limits on how imperceptible
perturbations can be, and is dependent on the sensing
hardware that an autonomous vehicle may use.

In order to successfully and physically attack deep learning
models, an attacker should account for these real world

challenges when computing perturbations. In our evaluation

A. Evaluation Components

methodology, we focus on three major components that impact
how physical objects are classi ed by DNNs in cyber-physical

Cyber-physical systems can experience a range of varyingystems in our c_hosen domain of road sign classi cation for
conditions in the physical world. Specic to our domain, autonomous vehicles.

autonomous vehicles experience varying distances, angl
and lighting, and occlusions due to debris and weather.
physical attack on a road sign must be able to survive suc

fstance. First, a camera in a vehicle approaching a sign will
ke a series of images at regular intervals. As the distance
hanges, so does the level of detail captured in an image.

Y y P 9 misclassi cation in a range of distances.

road signs themselves. Such restrictions break assumptions
that current adversarial deep learning algorithms make aboutngle. Next, a camera can have a wide range of angles relative
their level of access to the digital inputs of the classi er, andto the sign. For instance, the vehicle might be on a lane far away
the kinds of values the adversarial perturbation might contairirom the shoulder of the road and thus perceive the sign from
Therefore, we list a few physical components that can impaca sharp angle. Alternatively, it could be on the lane closest to
the effectiveness of adversarial perturbations. the shoulder and thus perceive the sign straight-on. Successful



attacks need to be able to fool the classi er for images taken 3) Crop and resize the images @mand corresponding (c)
from various angles. to the input size for the model being used for classi cation.
4) Compute the attack success rate of the physical perturba-

Resolution. Finally, the perturbations need to cause misclas- tion using the following formula:
P

si cation even when the images are downsized for perfor-

mance optimization. (_:yber—physic_al systems in gen_eral and 1., (A()%0 )=y && f (c90 )= yg
autonomous vehicles in particular impose strict requirements c2¢C P (10)
on how long operations should take. Classi ers operating on 1, (¢4 )= yg

high-resolution inputs might not ful Il those goals. Thus, DNNs c2C

used in control decisions potentially favor smaller input sizes.
As a result, physically applied perturbations might be distorted
in the pre-processing pipeline; they might stretch or shrink and
their colors might mix with those of neighboring pixels. For
a physical attack to succeed, these modi cations need to be Note that an imagé (c) that causes misclassi cation is
taken into account. considered as successful attack only if the original image
with the same camera distance and angle is correctly classi ed.

whered andg denote the camera distance and angle for
the imagey is the ground truth, angl is the targeted
attacking class.

B. Evaluation Methodology Drive-By Tests. This occurs in a dynamic setting. Place a

ofamera on a moving platform, and obtain data at realistic

physical attacks on deep learning models, we develop an ev&Ving speeds.dFor our experiments, we use a smartphone
uation methodology to account for varying physical conditionsC@Mmera mounted on a car.

based on our analysis above. Our methodology contains twol) Begin recording video at approximately 250 feet away
evalutation steps: (1) lab tests, where images are obtained in a” oy the sign. Our driving track was straight without
controlled lab setting, while the environmental conditions are CUIVES.

varied, and (2) eld tests, where images are obtained in the 2) Drive toward the sign at normal driving speeds and
eld based on the speci ¢ applications when environmental g5 recording once the vehicle passes the sign. In our
conditions are not explicitly controlled. In eld testing, a experiments, our speed varied between 0 mph and 20 mph.

broader range of environmental conditions may be present This simulates a human driver approaching a sign in a
that were not encountered in the lab tests. large city.

For our chosen application, road sign classi cation, we refer 3) Screen grab frames from the resulting video. An open
to our lab tests astationary testsWe obtain images using question is to determine whether to process all frames, or
a stationary camera and vary the distance and viewing angle o grab frames everk frames, and whether this choice of
of the camera relative to a sign. For eld testing, we perform  k affects the attack accuracy. In our experiments, we use
drive-by testsWe mount a camera to a car and record a video ~ k = 10. We also triedk = 15 and did not observe any
of the drive. Afterwards, we extract the video frames and use  Signi cant change in terms of the attack success rates. In

them for classi cation. We now describe both evaluation steps ~ general, autonomous vehicles will likely uke> 1 rather
in detail in the context of traf ¢ sign classi cation. thank = 1 in order to optimize performance, but this

makes no signi cant difference in our evaluation results.
Stationary Tests. This occurs in a stationary setting. Obtain  4) Crop and resize each sampled frame from Step 3 to the
images of a road sign at a variety of distances and angles. input size of the model.
5) Repeat the steps for a “clean” sign and for a sign with
perturbations applied.
6) Calculate the success rate using the following formula:

Given the lack of a standardized evaluation process f

1) Obtain a set of clean imagdgs at varying distances
d 2 D, a set of distances, and at varying angle? G,
a set of angles to the right relative to the normal vector

of the plane of the sign. We us#"® here to denote 1., (A(vK))=y && 1 (vK)= yg
the image taken from distancé and angleg. The vay 5) (11)
camera’s vertical elevation should be kept approximately 1., (vk)= yg

constant. We choosk = 5% 10% 15% 20% 25% 30°% 407,
andG = f0 ;15 ;30 ;45 ;60 g. We only use the full

v2V

wherevK represent théth sampled frame here.

setG for d = 5" We choosef0 ;15 ;30 g for d = 10°,

f0;15g for d = 15, 20' and f0 g for all remaining We hypothesize that if both types of tests produce high
d. We believe that these angles capture the possiblguccess rates, the attack is likely to be successful in most cases
angle/distance combinations in the real wdtl8ee Figure under real driving conditions.

3 for a graphical representation of this setup. ,
2) Obtain a set of physically perturbed sign images for e note that our current testing methodology does not

image is represented by () conditions vary from indoor light to natural light. We do ensure

that neither the road sign nor the camera are occluded in any
“The minimum stopping distance for a car traveling at 10 mph is about 5Way (beyond the natural effects of a car's windshield and the

The minimum stopping distance for a car traveling at 30 mph is about 45"
Changes in the camera angle relative the the sign will normally occur when SFor untargeted adversarial perturbations, chahgge®9) = y° to
the car is turning, changing lanes, or following a curved road. f (e%9) 6 y.




Finally, we also run our full evaluation methodology for
camou age abstract art attacks targeting the GTSRB*-CNN.
Our attack is able to fool the classi er into believing that a Stop
sign is a Speed Limit 80 sign in 80% of the testing conditions
for a stationary test, and in 87.5% of the extracted frames for
a drive-by test.

A. Poster-Printing Attacks

We rst show that an attacker can overlay a true-sized
poster-printed perturbed road sign over a real-world sign and
achieve misclassi cation into a target class of her choosing.
The attack has the following steps:

Fig. 3: For all our physical realizability experiments, we testStep 1.The attacker obtains a series of high resolution images

perturbation by varying the angles and distances of the camera of the sign under varying angles, distances, and lighting
from the road sign. Distances vary from 5' to 40', and angles conditions. We use 34 such images in our experiments.
vary from O0to 60 at 5', 0 to 30 at 10', 0 to 15 at 15' and 20" None of these images were present in the datasets used
From 25' onwards, we do not vary angle. All angle variations to train and evaluate the baseline classi er.

are to the left of the sign (U.S. driving). Step 2. The attacker then crops, rescales, and feeds the images

into RP, and uses equation (8) as the objective function.
She takes the generated perturbation, scales it up to the
dimensions of the sign being attacked, and digitally
applies it to an image of the sign.

The attacker then prints the sign (with the applied
perturbation) on poster paper such that the resulting

atmosphere). As future work, we envision additions to our
evaluation methodology that examine the effect of lighting andSte 3
occlusion more thoroughly. P o

Safety while performing a drive-by test. We perform our print's physical dimensions match that of a physical
experiments in a mostly empty parking lot. We take care to not sign. In our attacks, we printe80® 30°°Stop signs
perform experiments while other moving vehicles are present. and 18 18°°Right Turn signs.

We also take care to not disrupt the normal traf ¢ ow, if any, Step 4.The attacker cuts the printed sign to the shape of the
in the parking lot during the course of our data collection. We physical sign (octagon or diamond), and overlays it on
do not modify any road signs belonging to the city. We only top of the original physical sign.

modify signs that we own. Furthermore, we do not x the signs )
to the road. Rather, they are held in position by a team membé/e use our methodology from Section V to evaluate the
Finally, we ensure that testing is carried in a way that coulceffectiveness of such an attack. In order to control for the

not cause harm to pedestrians or other parking lot users. ~ performance of the classier on clean input, we also take
images of a real-size printout of a non-perturbed image of the

VI. EXPERIMENTAL RESULTS sign for each experiment. We observe that all such baseline

, , , images lead to correct classi cation in all experiments.
We begin by comprehensively evaluating our attacks on the

LISA-CNN using our proposed evaluation methodology. First, For the Stop sign, we choose a mask that exactly covers
we run stage 1 of the evaluation in a stationary setting. We teghe area of the original sign in order to avoid background
the effectiveness of two classes of attacks (poster-printing andistraction. This choice results in a perturbation that is similar
sticker) using three types of perturbations (subtle, camou agéo that in existing work [11] and we hypothesize that it is
graf ti, and camou age art). In poster-printing attacks, we print imperceptible to the casual observer (see the second column
a digitally perturbed true-sized image of either a Stop sign opf Table IV for an example). In contrast to some ndings in

a Right Turn sign, cut the print into the shape of the signprior work, this attack is very effective in the physical world.
and overlay it on a physical road sign. Subtle perturbationdhe Stop sign is misclassi ed into the attack's target class of
cause the Stop sign to be misclassi ed as a Speed Limit 4§peed Limit 45 in 100% of the images taken according to our
sign, the attack's target class, in 100% of test cases. Post@valuation methodology. The average con dence of the target
printed camou age graf ti caused the Right Turn sign to to be class is80:51% with a standard deviation df0:67%

misclassi ed as a Stop sign, the attack's target class, 73.33% of
the time. In sticker attacks, we print the perturbation on pape
cut it out, and stick it to a Stop sign. Sticker camou age graf ti
attacks caused the Stop sign to be misclassi ed as a Spe
Limit 45 sign 66.67% of the time and sticker camou age art
attacks resulted in a 100% targeted-attack success rate.

For the Right Turn sign, we choose a mask that covers only
he arrow since we intend to generate subtle perturbations and
%/?e hypothesize that they can only be hidden in this region of the
gn. In order to achieve this goal, we increase the regularization
parameter in equation (8) to demonstrate small magnitude
of perturbations. We achieve a 73.33% targeted-attack success
Next, we perform drive-by testing for attacks on the LISA-rate; see the third column of Table IV for detailed results. It
CNN. Our attack is able to fool the classi er into believing that is interesting to note that in the cases where the physically
a Stop sign is a Speed Limit 45 sign in 100% of the extractegerturbed sign was not classi ed into the target, it was still
frames for a subtle poster attack, and in 84.8% of the extractenhisclassi ed. In 3 of these 4 cases, a different warning sign
frames for a camou age abstract art attack. was present. We hypothesize that given the similar appearance
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